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Add mobile freedom to your Xenta controller — Configuration and setup

SysManSMS Server
with

TAC Xenta-731
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High quality mobile notification solution:

Secure internet-free delivery with direct GSM network connection
Easy integration via SysManSMS Server secure mail functions
User management via powerful Number Files and schedules
Text Filters to limit, convert or priorities sending of messages
Full message delivery control with auto re-route if problems

SysMan AS - Bergen — Norway
For more information, please visit www.sysman.no
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Xenta mobile notification overview

Alarm notification from Xenta-731 and other, can be setup to forward alerts to a mail address.
If the receiving SMTP mail service is a SysManSMS Server, you will be able to forward those alarm to
texts mobile phones, using the secure GSM/SMS protocol.

The SysManSMS Server can be located either on the same LAN as the Xenta, or on the Internet.

The Xenta sends alert mails to SysManSMS Server using Number File (Receiver Groups) as address.
By use of group addressing, you may send different alert types to different user groups, and you may
also serve many Xenta’s with only one SysManSMS Server.

Security settings on the SysManSMS Server can make sure only selected Xenta’s has access.

The SysManSMS Server's SMTP service, has support for a lot of advanced functions like User Group
Management and deliver schedule schemes - Check for delivery status and re-route if deliver
problems — Different message types like the instant “Flash” SMS’s or WakeupCalls.

You may also create a software alarm object in the Xenta to periodical send mail to a SysManSMS
Server. This mail can reset a Wathdog alarm, and if a mail is missing (Xenta dead) the SysManSMS
Server may send SMS alerts. For more information about such advanced usage — please contact
SysMan via www.sysman.no

Configuration components

To configure the Xenta to send its alarms to mobiles, you will need the following components
connected via the network:

* Configuration PC with TAC Xbuilder
* TAC Xenta-731 controller
* SysManSMS Server configured with SMTP Service enabled
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Configuration PC
with TAC Xbuilder

Xenta 731

SysManSMS Server PC
with SMTP Service

SysMan AS - Bergen — Norway
For more information, please visit www.sysman.no



& sysman TechNote

Configure SysManSMS Server

On the SysManSMS Server you will need to perform two tasks.
First of all, you must create a Number File to hold mobile numbers for your SMS alert receivers.

Next you must enable the SysManSMS SMTP Service, so that mails from Xenta can be received and
converted to mobile SMS messages.

Create a SysManSMS Number File

Create one or more SysManSMS Number Files to hold groups of users to receive Xenta alarms.
Your Number File will match Receiver Group names from Xenta

Start the SysManSMS_NumEdit from Desktop Menu or direct from Utilities folder

SysManSMS NumEdit (C:\Program Files\SysManSMSViclient\SysManSMS_lctient.lst) [= |[B)(X]

File Line Help
Number lines:
Number l Name I Alt. humber 1 I Alt. number 2 I Time settings I Status
New Edit Delete Enable/Disable

This is the main window of the SysManSMS_NumEdit — Hit the New button

Create an entry for each mobile

Add New Item @

Name: Time settings:

ENABLE v
IJan Johansen d;m
[V SKIP send on selected times

™ SEND only on selected times
Numbers:

Send as:

Flash Wakeup I Monday [_._| > m

Primary Number SMS CALL B Tty l__| N l__|

12345678 I r I Wednesday l__| =5 l__|

Altemative 1 [” Thursday ,__\ =5 ,__\

[f12zz3s T W I™ Friday [__] = [j
[0=] — [] oK

Altemative 2 v Saturday

—  r r V&

o
=1
<
M
~
&
<

Cancel

This is the EDIT window for creating/editing a number line. Insert a name and mobile number — Hit OK

Save the file into the Iclients folder, with the name XentaAlarms.1lst

SysMan AS - Bergen — Norway
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Enable SysManSMTP Service

By default the SysManSMS Server does not have the SMTP Service enabled.
To enable the service, use the Server Settings and Configure Settings status bar menu entry.
From the main configuration window, select MAIL (SMTP) settings.

MAIL (SMTP) Properties X

Operation

Port: |25 SMS Length: |306

Add Subject Text v
Include From address |

Allow two SMS per Mail [

SMS to MAIL Settings (SM.EXE]

[V Enable MAIL to SMS Gateway (SMTP Server)

Security

Validate From address |~
Yalidate Sender Server [
Validate Destination Number [~
Save mailto-sms Address Path [

Outgoing SMTP SRY lyour_smtp_server

FROM Domain |

Default TO Addr |

To change SMTP (Mail) settings,
open SysManSMS desktop menu
and select “Server Settings” and
“Configure Settings”.
Alternatively run SETUP from CD

Mail Footer Text l

Advanced Operations
Server Remote GSM Device License:

Keyl Key2 I

s'{'_-
SM W, SYSMan.no

Key3 I

Cancel

Enable MAIL to SMS Gateway Gateway This will tell SysManSMS Server to start the SMTP Service

Port Number

SMS Length

Add Subject Text
Include From address
Allow two SMS per Mail

This is the smtp listening port. Default is 25

This will specify the maximum lengt
Subject text from the mail will start t

h of one mail-sms message
he SMS text

The mail sender’s address will be added to end of SMS text
If text greater than maximum, this will allow split into 2 SMS’s

Now hit OK and from the main configuration window, hit CONTINUE to restart SysManSMS Server.

Test SysManSMTP Service

To check out MAIL to SMS functionality, you may send a mail from Microsoft Outlook Express:

'.l'

File Edit View Insert Format Tools Message Help

= | % O v & ¥ 0

Send Paste Undo Check  Spelling Attach

»

G To: |XentaAlarms@192.163.0.51

Ecc |

Subject: |This is my test mail

This text will be forwarded to mobiles in Number File XentaAlerts.Ist

SysMan AS - Bergen — Norway
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Configure Xenta-731 from TAC Xbuilder

® sysman_xenta_test.xbp510 - TAC XBuilder

i File VistaDatabase Edit View Project Tools Window Help
D2HIxBHDXT BN O
System 2 X MNetwork 2 x 5 General ]
= ) SysMan_LAB = * IP Backbone Name TAC_Xenta_731
30 Menta SR | TAC_Xenta_731 | Description
82 Alarms ® online Hardware version 2
#-15 Test Alarms £2 Lon & TCP/IP Settings
] Alarm1 ﬁ INET IP Address/DNS Name 192.168.013
ﬁ R5232-485 A User name root
£ 1P Password o
#13) System Variables HTTP Port a0
@5 SNYTs HTTPS Port 443
@) Variables Mazx. number of HTTP sessions 15 |
[ Control Tasks ‘web Site Description SysMan Xenta
E SMTP Settings
Ethemet
Hangup Delay (s) 30
Copy To
Blind Copy To
Reply To
& Primary SMTP
Primary SMTP Server 192.168.0.101
Unit E-mail Address 192.168.0.13
Authentication No
Account Name
System | OF Users Network | Menta Library| Filter YView Password A
Output 2 x
S MNumber Description Time ~
Kf_) Restarting the target system... (Change) 03.10.2008 11:22:37
@ Closing connection 03.10.2008 11:22:37
@ XBuilder - 0 error(s), 0 warning(s) 03.10.2008 11:22:37  «
W 4 » ¥ \Status 4 Generate )File Transfer 4 Find Resutts /
Ready

Define your Xenta IP and SMTP settings

& sysman_xenta_test.xbp510 - TAC XBuilder. B@@
! File VistaDatabase Edit View Project Tools Window Help
PN2H L ODOXT I EQ O
System 2 X | 3 General
[= I2) SysMan_LAB Name Sysman
=90 Menta Description
(=2 Sysman
[=-{2) Public Signals
[ nput1
[ nputz
=1 Alarms
#- A Alarmi
#- & Alarm2
&0 alarms
= Test Alarms
& Inputt
& Inputz
= @] Alarm1
EP Alarm1
EP Alarm2
System I OP Users
Qutput a X
S MNumber Description Time
4 4 » M \Status { Generate A File Transfer A Find Resutts /
Ready

SysMan AS - Bergen — Norway
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(&) sysman_xenta_test.xbp510 - TAC XBuilder

EBX

! File VistaDatabase Edit WView Project Tools Window Help
N2H|I sDOXT I HM O
System 3 X Network 2 X | 5 General
= ) SysMan_LAB =] .,r* IP Backbone Name Alarm1
=30 Menta = [Z] TAC_Xenta_731 Description
=1 Sysman ® online Reference  Menta/Sysman/&larms/larm1
=2 Public Signals £2 Lo
0 Inputt 52 INET
0 nputz £? RS232-485 A
=) Alarms £ TCP-IP
#- @ Alarml ) System Variables
®- B Alarm2 -1 SNYTs
&2 Alarms () Variables
(=1 Test Alarms [#-12) Control Tasks
& Inputt
& Inputz
= @] Alarm1
o Alarm1
EP Alarmz
System | OF Users | Network | Menta Library| Filter Yiew
Qutput a x
S| MNumber Description Time A
@ Restarting the target system... {Change) 03.10,2008 11:22:37
,i Closing connection 03.10.2008 11:22:37 -
@ XBuilder - 0 error(s), 0 warning(s) 03.10,2008 11:22:37
4 4 » M\ Status A Generate xFile Transfer 4 Find Resuts /
Ready

Define the alarm receiver

& sysman_xenta_test.xbp510 - TAC XBuilder

! File VistaDatabase Edit View Project Tools Window Help
PD2HI DX T BN
System o X Network 2 X |3 General
= I2) SysMan_LAB = .,r* 1P Backbone Name Alarms
=50 Menta =[] TAC_Xenta_731 Description
[=-12) Sysman ® online
[#-{) Public Signals 57 LoN
[+ Alarms 52 INET
= — — $P RS5232-485 A
ERE Receiver Group Definition. .. | £ TCPIP
=-15) System Variables
& cut #-1) Alarms
=R [y copy -5 Control Tasks
B past: R i B o)
-2 Performance
X Delete ) Time
[ SNVTs
Bename [#-12) Variables
[#-) Control Tasks
System | OF Users | | Network | Menta Library| Filter Yiew |
QOutput a X
I Name Path Type
M 4 » M\ Status 4 Generate A File Transfer »Find Results /
Opens a receiver groups definition dialog

Open the receiver group definition

SysMan AS - Bergen — Norway
For more information, please visit www.sysman.no
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Name:
’Alarms ‘
Receiver:

Add

Remove

Add a reciever

Type:
Receiver:
|><entamarms@1 92.168.0.51| |

The type can be either Email or SMS - The difference is only the text message

Receiver Group Definition

)

Name: _
’Alarms ‘ =
Receiver:

email Xentadlarms@192.168.0.51 Add...

Enter the email address that you have created in the SysMan Server

Make download and connect to Xenta from your browser

Check out alert from Xenta-731

SysMan AS - Bergen — Norway
For more information, please visit www.sysman.no
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Now connect to the Xenta-731 using a browser

2 Login - Microsoft Internet Explorer,

File Edit Yiew Favorites Tools Help
. \ : ®) A : A. B 3
eBack \J [ﬂ @ “h 7~ Search \“/\( Favorites &) - &z 5 3 “‘
v‘ Go Links >

Address [@ https:{{192.168.0.13/www/index/Slogin. html

tace

Xenta731

SysMan Xenta
Id=d8ass6463fa5132babad

lroot l

Username:

Password: [owed] ‘

&l data are treated confidentially and are sent
via a secure SSL connection.

)

5 @ Internet

@J Done

Login with Username and Password

A sysman_xenta_test - Microsoft Internet Explorer

File Edit View Favorites Tools Help

@Back v \) @ @ ‘h /j\ Search \;E( Favorites ﬁ)

P,

2 A Q
= &2 &

Links

»

Address @ http:/{192.168.0.13/www/index/indexTree.html

v‘Go

tace

SysMan Xenta

User: root

o2 A

TAC Xenta Home  Help Refresh Logout

¢ 11:38:29
| [=] i \
[#-12) SysMan_LAB TA C VI Sta " ‘ L
(%) Configuration A . ‘
(% Utilities ' )
:‘p [
TAC Xenta 731
Copyright © 1994-2007 TAC AB t &
Al rights reserved. .a.c [ 4
Click here to go without Java
&] ©TAC AB 2007 © Internet

View our sample project

SysMan AS - Bergen — Norway
For more information, please visit www.sysman.no
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A sysman_xenta_test - Microsoft Internet Explorer E] @
File Edit View Favorites Tools Help -,','
@ Back ~ | \_) LXJ @ h /j )) Search \i:( Favorites @ J~ i;’ ﬁ
Address | €] http:f]192.168.0.13/wwwfindexfindexTree. html v} Go Links >
t.a.c. SysMan Xenta a @ @ Lﬂ User: root
TAC Xenta Home Help Refresh Logout
€ 11:31:34 -
rsMTP I—
e .
53 SysMan_LAB SMTP Settings
h Test Alarms
A Alarmi Interface:
=) Configuration Primary SMTP
) Time:
(=% Network Outgoing mail server 1 (SMTP):  [192,168.0.101
Unit e-mail address: [192.168.0.13
Authentication: No v
E
] Account name:
) .
[#-2) Trend Objects Password:
(-2 Alarm Objects
® Events Secondary SMTP (optional)
] User Administration . .
® (% Utities Outgoing mail server 2 (SMTP): |D.D.D.D
Unit e-mail address: |
Authentication: [No v]
Account name:
Password:
E
&) ©TAC AB 2007 #® Internet
Check your network mail SMTP settings
sysman_xenta_test - Microsoft Internet Explorer [Z]@

File Edit View Favorites Tools Help

@Ea(k v J ‘ﬂ @ :b /ﬁv Search \;‘\\‘(Favnvites Q‘} L > L'. :‘3

‘@ http:{{192.168.0.13{wwwfindexfindexTree. html v‘ Go | Links >
t.a.CO SysMan Xenta 9 (7)) @ t_ol User: root
TAC Xenta Home Help Refrash Logout
€ 11:26:15 |
[destgroup]
=] ObjectID=SysMan_LAB.Alarus
50D SysMan_LAB Destination=email,Xentahlarns@l92.168.0.51
E Test Alarms [ /destgroup]
Alarmi
(=) Configuration [module]
[#-2) Time ModuleID=alarm.Alarm groupl
[#-() Network ModuleName=Alarm groupl
(- Ports ModuleTypes=
(%) Servers ModuleScanTine=1000
[#-((%) Time Objects Delayeditart=0
[#-() Trend Objects [/module]
=) Alarm Objects
Alarms [alarn] B

i ObjectID=alarm.Alarm groupl.SysMan LAB.Menta.3ysman.Alarms.Alarml
- ObjectName=5ysMan_LAB.Menta.Sysman.Alarms.Alarml
(2 Events ObjectType= -

%) User Administration HighLowFunction=High

() Utilties Linit=0.00

Hysteresis=1.00

VarType=Digital

VarIn=menta.l.2

VarlUnit=-

DigitalOut=

DelayOn=0

Delay0Off=0

ScanTime=Alarm groupl,l

Block=False

StringiActive=Alarm 1 tripped

StringPas=Alarm 1 resetted

AckType=Normal
4« | »

&] @TAC AB 2007 © Internet

-8

Check your SMTP and MAIL notification settings from definitions window

SysMan AS - Bergen — Norway
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File Edit View Favorites Tools Help

eBack < \J @ @ “h /ﬁ Search *Favorites &3 L?,' i\; '5
&] http:{1192.168.0.13/wwwindexfindexTree. html v‘ Beo ks >

t.a.CO . SysMan Xenta Q Q_)) @ I_Q] User: root

TAC Xenta Home  Help  Refresh Logout
¢ 12119140 |isysMan_LABITest Alarms

Address

Name

Value Unit

e i
5-[3) SysMan_LAB
: v Alarm1

=) Configuration

(%) Time

) Network

) Ports

%) Servers

) Time Objects

%) Trend Objects

) Alarm Objects

) Events

- User Administration
(%) Utities

&) ©TAC AB 2007 ® Internet

Trig our sample alarm

A sysman_xenta_test - Microsoft Internet Explorer [:].E@
By
L

File Edit View Favorites Tools Help

@Back v \J @ @ ‘h /:) Search *Favorites e} L;:{v *;'. ‘5

&] hitp:{/192.168.0.13/wwwlindexfindexTree.html vl Go | Links >

t.a.CC SysMan Xenta \'Lh t_)) @ L:] User: root

TAC Xenta Home  Help Refresh Logout
¢ 12:221:08

Address

ISysMan_LAB/Alarm1

=P -1
(=11 2) SysMan_LAB - —

L) Test Alarms Status C... P.. DateandTime ¥ Address U...  Alarm Text

i o 2| 1mSysMan_LP.B.Menta.Sysman.hlarms.nlarml | |alarm 1 resetted

(=) Configuration

- Time

) Network

129 Ports

1) Servers

) Time Objects

) Trend Objects

) Alarm Objects

1) Events

(%) User Administration

(%) Utities

&) ©TAC AB 2007 ® Internet

Now check mobiles !
All active numbers in the SysManSMS XentaAlarms.1lst Number File should receive the alert.
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